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Executive Summary

The EU AI Act's Article 12 establishes binding logging and traceability requirements for high-risk AI 

systems. Enforcement begins August 2, 2026. Organizations deploying AI in critical infrastructure, 

essential  services,  employment,  education,  law enforcement,  and  judicial  decisions  must  have 

automated, tamper-proof logging in place by that date.

iTechSmart's ProofLink technology was purpose-built to satisfy exactly these requirements. Every 

autonomous action taken by the UAIO platform — every detection, decision, remediation, and rollback 

— is  automatically  sealed  into  a  cryptographic  receipt  that  is  SHA-256  hash-chained,  Bitcoin-

anchored  via  OpenTimestamps,  and  publicly  verifiable  at  verify.itechsmart.dev.  No  human 

intervention is required to generate these records. They exist by design.

As of June 2026, iTechSmart has sealed 48,202+ ProofLink receipts with zero chain 
breaks. Every receipt is independently verifiable. The ledger has operated 
continuously since May 26, 2026 — 22+ days of uninterrupted cryptographic audit 
trail.

This whitepaper maps each Article 12 sub-requirement to the specific ProofLink technical mechanism 

that satisfies it, provides a sample receipt schema showing field-by-field regulatory compliance, and 

outlines an implementation path for organizations deploying high-risk AI systems that need to achieve 

compliance before the August 2 deadline.

1. What Article 12 Actually Requires

Article 12 of Regulation (EU) 2024/1689 (the EU AI Act) mandates that providers of high-risk AI 

systems build logging capability directly into their systems — not as an afterthought or optional add-

on, but as a core technical requirement. The regulation uses the phrase 'technically allow for the 

automatic recording of events' — meaning the system itself must generate the records without relying 

on manual processes.

1.1 The Four Core Requirements

Reference Requirement Regulatory Text (Summary)

Article Logging by High-risk AI systems shall technically allow for the automatic 
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Reference Requirement Regulatory Text (Summary)

12(1) Design recording of events (logs) throughout the system's lifetime.

Article 
12(2)

Traceability The logging capabilities shall ensure a level of traceability 
throughout the AI system's lifecycle appropriate to the intended 
purpose of the system.

Article 
12(3)

Monitoring 
Ability

Logging shall enable the monitoring of the operation of the high-
risk AI system to facilitate post-market monitoring, and to monitor 
for risks to health, safety, or fundamental rights.

Article 
12(4)

Audit Period For high-risk AI systems in critical infrastructure and access to 
essential services, logs shall be kept for a period of at least six 
months, unless otherwise provided under applicable law.

1.2 Who Is Covered

Article 12 applies to high-risk AI systems as defined in Annex III of the EU AI Act. This includes AI 

systems deployed in:

• Critical infrastructure (energy, water, transport, digital infrastructure)

• Employment and HR decisions (recruitment screening, work monitoring)

• Education and vocational training (exam grading, admissions)

• Essential private and public services (credit scoring, insurance)

• Law enforcement and judicial decisions

• Emergency management and disaster response

• Biometric identification and categorization

IT operations platforms that use AI to autonomously detect, diagnose, and remediate infrastructure 

failures  in  critical  sectors  — healthcare  networks,  government  systems,  financial  infrastructure, 

manufacturing — fall  squarely within this scope. Every autonomous remediation action is an AI 

decision that Article 12 requires to be logged.

Key insight: The regulation requires logging at the level of the AI system itself, not 
just at the application layer. An AI platform that remediates infrastructure failures 
must log the AI's decisions and actions, not just the resulting system state changes.
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2. How ProofLink Satisfies Article 12

ProofLink  is  iTechSmart's  cryptographic  receipt  system.  It  was  designed  to  provide  what  the 

regulation  calls  for:  automatic,  tamper-evident,  traceable  records  of  every  AI  action,  with  an 

immutable timestamp anchored to an external trust source.

2.1 Automatic Logging by Design

Article 12(1) requires that logging be automatic — meaning the system generates records without 

human intervention. ProofLink satisfies this through architectural integration with the UAIO platform's 

execution layer. Every call to the remediation engine triggers a receipt seal before the action is 

confirmed as complete. There is no path through the system that executes an autonomous action 

without generating a receipt.

The receipt generation sequence for every autonomous action:

1. Detection event triggers the UAIO loop — Pulse Scanner identifies an anomaly

2. Digital Twin simulates the proposed fix and validates blast radius — no action taken yet

3. OctoAI selects the remediation action and records its decision rationale

4. Agent executes the action against the live system

5. ProofLink seals the receipt: action, actor, timestamp, outcome, prev_hash, SHA-256

6. OpenTimestamps submits the receipt hash to 4 independent Bitcoin blockchain calendars

7. Receipt is appended to the public ledger at verify.itechsmart.dev

Steps 5 through 7 occur automatically and atomically. No operator approves or initiates the receipt 

generation. The system cannot complete an autonomous action without generating a receipt.

2.2 Traceability via Hash Chaining

Article 12(2) requires traceability throughout the AI system's lifecycle. ProofLink satisfies this through 

SHA-256 hash chaining — a cryptographic technique where each receipt includes the SHA-256 hash 

of the preceding receipt. This creates a chain of custody where:

• Any modification to a historical receipt changes its hash

• The changed hash breaks the chain link to the next receipt

• The chain break is detectable by any verifier with access to the ledger
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• Tampering with any receipt invalidates all subsequent receipts

The result is a tamper-evident audit trail where the entire history of AI actions is verifiable as a 

coherent, unmodified sequence. A regulator can verify not just that a specific action was logged, but 

that the entire sequence of actions from system initialization to the present moment is intact and 

unmodified.

As of June 2026: 48,202 receipts sealed across the iTechSmart production platform. 
Zero chain breaks detected. Every receipt verifiable at verify.itechsmart.dev using 
the receipt_id or sha256 hash.

2.3 Real-Time Monitoring Access

Article 12(3) requires that logs enable monitoring of the AI system. ProofLink satisfies this through a 

public verification interface at verify.itechsmart.dev that provides:

• Real-time receipt feed — new receipts appear within seconds of generation

• Full receipt detail — every field is human-readable and machine-parseable via JSON API

• Chain integrity status — live indicator showing zero chain breaks

• Receipt search — look up any receipt by ID, hash, timestamp, or action type

• API access — GET /api/receipts and GET /api/stats for automated monitoring integration

This means a regulator, auditor, or operator does not need access to iTechSmart's internal systems to 

verify the AI's audit trail. The ledger is public and independently verifiable. This exceeds Article 12(3)'s 

requirement for monitoring capability.

2.4 Immutable Retention via Bitcoin Anchoring

Article  12(4)  requires  retention  of  logs  for  a  minimum  of  six  months.  ProofLink  exceeds  this 

requirement  through  Bitcoin  blockchain  anchoring  via  OpenTimestamps.  Every  receipt  hash  is 

submitted to multiple independent OpenTimestamps calendar servers, which include it in Bitcoin 

block headers. This means:

• The timestamp is on the Bitcoin blockchain — which has operated continuously since 2009

• The timestamp cannot be retroactively modified — Bitcoin blocks are immutable by design

• The timestamp is verifiable without iTechSmart's involvement — using public blockchain 
data
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• The retention period is effectively permanent — as long as Bitcoin exists, the timestamp 
exists

Bitcoin block inclusion provides a timestamp that no party — including iTechSmart — 
can alter, delete, or falsify. This is not a contractual guarantee. It is a mathematical 
guarantee enforced by the Bitcoin network's proof-of-work consensus.

3. Article 12 Compliance Mapping

The following table maps each Article 12 sub-requirement to the specific ProofLink mechanism that 

satisfies it, with a compliance determination for each:

Article 12 Requirement How ProofLink Addresses It Status

Article 12(1) — Automatic 
logging

ProofLink seals a cryptographic receipt for every 
autonomous action at the moment of execution — 
automatic, not manual

✓ 
COMPLIANT

Article 12(1) — Lifetime 
coverage

Receipts are generated from system initialization 
through every heal, decision, and remediation — 
full lifecycle

✓ 
COMPLIANT

Article 12(2) — Traceability SHA-256 hash chain links every receipt to the one 
before it — any gap or tampering is immediately 
detectable

✓ 
COMPLIANT

Article 12(2) — Lifecycle 
appropriateness

Each receipt captures: actor (which agent), action 
(what was done), timestamp (when), outcome 
(result), and predecessor hash

✓ 
COMPLIANT

Article 12(3) — Post-market 
monitoring

verify.itechsmart.dev provides public, real-time 
access to the full ledger — no special access 
required for regulators

✓ 
COMPLIANT

Article 12(3) — Risk 
monitoring

iSELF self-healing loop generates receipts when 
health risks are detected, not just when actions 
are taken

✓ 
COMPLIANT

Article 12(4) — 6-month 
retention

Bitcoin-anchored via OpenTimestamps — 
timestamps are permanently on the Bitcoin 
blockchain, exceeding any retention mandate

 EXCEEDS✓

Article 12(4) — Immutability Hash-chained ledger is append-only — no receipt 
can be modified or deleted without breaking the 
chain

 EXCEEDS✓
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4. ProofLink Receipt Schema

A ProofLink receipt is a structured JSON document sealed at the moment of each autonomous action. 

The schema is designed to satisfy Article 12's logging requirements at the field level. Each field maps 

to at least one regulatory requirement:

Field Type Description Satisfies

receipt_id UUID v4 Unique identifier for this receipt Article 12(2) — traceability

timestamp ISO 8601 
UTC

Exact moment of action execution Article 12(1) — automatic logging

actor String Which agent or system took the 
action

Article 12(3) — monitoring

action String What was done — restart, patch, 
rollback, etc.

Article 12(1) — event recording

subject String Which service, container, or system 
was affected

Article 12(2) — lifecycle trace

outcome SUCCESS / 
FAILURE

Result of the action with verification Article 12(3) — risk monitoring

sha256 64-char 
hex

SHA-256 hash of this receipt's 
content

Article 12(2) — integrity

prev_hash 64-char 
hex

Hash of the preceding receipt — 
chain link

Article 12(2) — chain integrity

bitcoin_tx OTS proof OpenTimestamps Bitcoin blockchain 
anchor

Article 12(4) — immutable 
retention

verify_url HTTPS URL Public URL to independently verify 
this receipt

Article 12(3) — audit access

4.1 Sample Receipt

The following is a real ProofLink receipt from the iTechSmart production ledger, showing the exact 

format a regulator or auditor would receive when reviewing AI action logs:

{   "receipt_id": "heal-api-gateway-20260617-02h14m33s",   "timestamp": "2026-06-
17T02:14:33.441Z",   "actor": "iSELF v1.0 / itechsmart-agent-07",   "action": 
"restart_service",   "subject": "itechsmart-api.service",   "outcome": "SUCCESS — 
service healthy in 8.2s",   "sha256": "a445bd9dfe747b3e8c29d1f4a7b6c2e1...",   
"prev_hash": "e8b9aea67e5bbe73a1d4c8f2b3e9d0...",   "bitcoin_tx": "4/4 
OpenTimestamps calendars confirmed",   "verify_url": 
"https://verify.itechsmart.dev/r/heal-api-gateway-20260617" }
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This receipt  satisfies Article  12 as follows:  the action was automatically  generated (12(1)),  the 

prev_hash creates an unbroken chain to all prior actions (12(2)), the verify_url enables immediate 

monitoring access (12(3)), and the bitcoin_tx provides permanent immutable timestamping exceeding 

the 6-month retention requirement (12(4)).

5. Implementation Guide for Compliance Officers

Organizations deploying high-risk AI systems that need to achieve Article 12 compliance before 

August 2, 2026 can adopt ProofLink through three paths:

5.1 Path A — UAIO Platform Deployment

Deploy the full  iTechSmart  UAIO platform as the autonomous IT operations layer.  ProofLink is 

integrated by default — every autonomous action generates a receipt automatically. This is the fastest 

path to full Article 12 compliance because the logging architecture is already built.

• Timeline: 2-4 weeks for initial deployment, 30 days for full production coverage

• Coverage: 100% of autonomous IT actions — no configuration required to enable logging

• Verification: Immediate — the public ledger is live from day one

• Entry point: Pulse free scanner — start with a 60-second scan, receive a ProofLink receipt, 
verify it publicly

5.2 Path B — ProofLink SDK Integration

For organizations with existing AI systems that need to add Article 12-compliant logging, the ProofLink 

SDK provides seal_action() and verify_receipt() functions that can be integrated into any AI workflow:

# Python SDK pip install itechsmart-prooflink  from itechsmart import ProofLink  pl 
= ProofLink(api_key="your_key")  # Seal every AI action receipt = pl.seal_action( 
actor="your-ai-system",     action="remediation_executed",     subject="production-
database",     outcome="SUCCESS" )  # Verify any receipt result = 
pl.verify_receipt(receipt.receipt_id)

• Timeline: 1-5 days for integration, depending on existing codebase complexity

• Coverage: Any AI action you wrap with seal_action() is Article 12 compliant

• SDK availability: pip install itechsmart-prooflink / npm install @itechsmart/prooflink

itechsmart.dev  ·  verify.itechsmart.dev Page 8



iTechSmart Inc.  ·  EU AI Act Article 12 Compliance CONFIDENTIAL — June 2026

5.3 Path C — API Integration

For organizations that prefer REST API integration without SDK dependencies, ProofLink's public API 

at api.itechsmart.dev provides direct access to receipt sealing and verification:

• POST /v1/receipts/seal — seal a new receipt for any AI action

• GET /v1/receipts/{id} — retrieve and verify any historical receipt

• GET /v1/receipts — paginated list of all receipts with filtering

• GET /api/stats — chain integrity status, total count, genesis timestamp

5.4 Documentation Package for Regulators

When Article 12 compliance is audited, iTechSmart provides a complete evidence package that 

includes:

• Full ledger export in JSON format covering any requested time period

• Chain integrity verification report showing zero breaks across all receipts

• Bitcoin blockchain anchoring certificates for timestamped receipts

• API access credentials for real-time ledger monitoring during audit periods

• Technical architecture documentation showing logging is automatic and cannot be disabled

• Audit-ready PDF report at api.itechsmart.dev/v1/verify/auditor-report.pdf

6. Beyond Article 12: The Broader Compliance Context

Article 12 is one component of the EU AI Act's requirements for high-risk AI systems. ProofLink's 

architecture also directly supports several related compliance requirements:

6.1 Article 9 — Risk Management

Article 9 requires ongoing risk management documentation throughout the AI system's lifecycle. 

ProofLink's continuous receipt chain provides an automatic risk management audit trail — every 

autonomous decision, every rollback, every health check failure is recorded with full context.
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6.2 Article 13 — Transparency

Article 13 requires that high-risk AI systems be designed to enable transparency with regard to their 

operation. ProofLink's public verification interface directly satisfies this — any party can verify any 

receipt without access to internal systems.

6.3 Article 17 — Quality Management

Article 17 requires quality management systems for high-risk AI providers. ProofLink's chain integrity 

monitoring — which surfaces any gap or modification in the receipt chain — provides automated 

quality assurance for the logging system itself.

6.4 HIPAA and NIST Alignment

For US-regulated industries, ProofLink's cryptographic audit trail aligns with HIPAA's audit control 

requirements (45 CFR 164.312(b)) and NIST SP 800-53 AU (Audit and Accountability) controls. The 

same technical mechanism that satisfies Article 12 simultaneously addresses these requirements.

7. Next Steps Before August 2, 2026

The August 2, 2026 enforcement deadline for high-risk AI systems under the EU AI Act is 45 days 

from the publication of this whitepaper. Organizations that have not yet implemented Article 12-

compliant logging systems should act immediately.  The following steps will  achieve compliance 

before the deadline:

8. Run a free Pulse scan at itechsmart.dev/pulse — receive your first ProofLink receipt in 60 
seconds and verify it publicly. This demonstrates the technology before any commitment.

9. Review your AI system inventory against EU AI Act Annex III. Identify which systems are 
high-risk and require Article 12 compliance. The compliance gap is often larger than initially 
estimated.

10. Book a 20-minute compliance architecture review at itechsmart.dev/consulting. We will 
review your specific AI deployment and identify the fastest path to Article 12 compliance — 
whether through full UAIO deployment, SDK integration, or API connection.

11. Download the ProofLink SDK and run a test integration against your staging environment. 
The Python and TypeScript SDKs are publicly available and can generate Article 12-
compliant receipts within a single sprint.
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12. Request an audit evidence package. If you need to demonstrate compliance readiness to a 
DPA or notified body before August 2, iTechSmart can provide a complete compliance 
documentation package including ledger exports, chain integrity reports, and Bitcoin 
anchoring certificates.

Start with a free scan: itechsmart.dev/pulse  ·  Book a review: itechsmart.dev/consulting
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